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Abstract: If the internet was once viewed as a borderless realm, critics now warn it is 
in danger of being “balkanized”, splintering into nationalized fragments. Certainly 
nation-states increasingly see the Internet as “their” internet, a national space to be 
regulated and actively shaped. The first half of this article charts the technologies that 
appear to place this vision within reach: data localization, internet shutdowns, and 
internet filtering. These moves promise to exert sovereign control, to make the inter-
net an extension of national territory. Yet by drawing on two recent events in China, 
this article argues that these territories are messy and their borders are permeable. 
Pro-government activists jump across the firewall in order to attack individuals and 
organizations who threaten the stability and security of their motherland. Simultane-
ously, individuals scale the firewall in order to question the party line and express 
solidarity with democratic movements, undermining the political and technical 
boundaries established by their nation. Internet architectures create a condition 
where territorialization is constantly being both amplified and undermined by “extra-
territorial” activities. These practices demonstrate the everyday porosity of internet 
territories, providing a messier portrait that goes beyond the dichotomy of borderless 
vs balkanized.  
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When nations speak of the internet today, they no longer 

use the language of the virtual, but of soil. At the dawn of the 
internet, cyberspace was framed as a new realm decoupled 
from the state. This digital sphere stretched across the globe, 
making it essentially ungovernable. Yet over the last twenty 
years, this view has steadily been eroded, replaced instead by a 
vision of the internet as an extension of national territory. An 
array of technologies have arisen, both infrastructural and le-
gal, that aim to align a nation’s digital domain with its geopo-
litical domain, to marry its network with its physical bounda-
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ries and political interests – in short, to create a domestic in-
ternet in the shape of the state. What, then, is the “shape” of 
the contemporary internet? How do these forces impose terri-
toriality on a system supposedly global and ungovernable? 
And how does the architecture of the internet enable or frus-
trate these efforts at bordering? These are the questions this 
article explores.  

Methodologically, I draw upon a wide array of literature, 
ranging from internet governance to technology journalism, 
Asian studies, and activist narratives, synthesizing this material 
into a portrait of contemporary internet conditions, with a 
special emphasis on China due to its role as one of the most 
strident champions of cyber sovereignty. The first half of the 
article charts this trajectory from borderless to “balkanized”, 
showing how the global and single internet has increasingly 
been challenged in multiple ways by nation-states who see it as 
an extension of their sovereign territories. However the sec-
ond half of the article draws on two recent events on the Chi-
nese internet to suggest that such territories are always messy 
and composed of permeable borders. This porosity challenges 
the simple dichotomy of borderless or balkanized, providing a 
more nuanced understanding of how state intervention shapes 
the spatiality of the internet.  

 
 

FROM BORDERLESS TO BALKANIZED 
 
The internet was originally imagined to be a borderless 

realm. As the internet was adopted into more mainstream use 
in the mid-nineties, it was accompanied by the language of cy-
berspace. Cyberspace, it was argued, constituted a new realm 
in itself. On a technical level, network architectures – a flexi-
ble mesh that could reroute traffic at any time through any 
node – seemed diametrically opposed to the nation-state and 
its hard-edged boundaries. Yet this architecture also led easily 
into a compelling political claim of being free from the lega-
cies of state and soil. The development of this “exciting new 
domain” promised a global or international space that was 
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“potentially free of conventional politics, social order and so-
cial regulation” (Wall 1997: 208).  

For many, this borderless world would not and could not 
be governed. John Perry Barlow’s “Cyberspace Manifesto” 
provides the quintessential representation of this view. “Gov-
ernments of the Industrial World”, he wrote (Barlow 1996), 
“cyberspace does not lie within your borders […]. Your legal 
concepts of property, expression, identity, movement, and 
context do not apply to us […]. Ours is a world that is both 
everywhere and nowhere”. While Barlow’s views certainly 
emerged from a more radical strain of politics, his view of the 
internet as ungovernable was taken up by far more main-
stream politicians. In 2000, U.S. President Bill Clinton noted 
that Chinese authorities were already trying to crack down on 
the internet. “Good luck”, quipped Clinton (2000), “that’s 
sort of like trying to nail Jello to the wall”. The internet epito-
mized the free circulation of free speech. Any effort to impose 
a national set of values on this domain, to force it into a na-
tional mold, would only end in failure.  

Along with cyberspace, terms like the information super-
highway also posited a borderlessness, even if framed in dif-
ferent terms. In this vision of the internet, the divides that 
once hindered access to knowledge – whether financial, geo-
political, or both – would be dissolved. In the words of Tim 
May (1999): “national borders aren’t even speed bumps on the 
information superhighway”. Through digitization, organiza-
tion, and connection, the internet would take the storehouse 
of the world’s information, once the domain of exclusive li-
braries and elite countries, and make it available for all. This 
information superhighway would allow data to flow wherever 
it was needed, rendering the boundaries of the nation-state in-
creasingly superfluous. The new borderless world was charac-
terized by globalized flows of information, argued Ohmae 
(2005: 20) “it is absurd to believe that lines drawn on maps 
can have any impact on its movements”. In providing a uni-
versal and global resource, the internet would accelerate the 
education and prosperity of all. 

Two decades later, those visions have been increasingly 
eroded to the point of seeming somewhat naive. Stepping into 
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their place is a vision of cyber sovereignty, “a natural exten-
sion of national sovereignty in the network environment” 
(Wang 2014). In this vision, the singular Internet should grad-
ually be transformed into “our” internet, a national territory 
where norms should be defined, threats should be defended 
against, and borders should be enforced1. “Behind the mists 
and magic of the Internet lies an older and stronger order”, 
asserted Tim Wu and Jack Goldsmith (2006: ix), an order 
based on national laws and sovereign governance – a territorial 
order. Over twenty years, an array of techniques have been 
developed that assist states in imposing this order on the sup-
posedly global and ungovernable internet. The next few sec-
tions briefly survey a number of these measures, showing how 
they make possible the notion of the internet as a national ter-
ritory. While territorialization was always desirable, these 
techniques now seem to make it feasible or even inevitable.  

 
 
Territorialization through Localization  

 
At one time, the internet was considered a boundless 

realm where data circulated freely. The immaterial rhetoric of 
early cyberspace discussed above will not be rehearsed here 
again. But even the far more recent language of “the cloud” 
posited an airy domain where data freely circulated, a space 
decoupled from the constraining politics of sovereignty and 
soil. For cloud companies, if data was certainly stored some-
where, that “where” was effectively “wherever”. Forced to 
construct new domestic data centers to house data for the 
GovCloud initiative, Amazon Web Services complained about 
the requirement, arguing that “physical location has no bear-
ing” (Ottenheimer 2018). For cloud companies and their vi-
sion of a distributed, decentralized web, situated data was an 
anathema. 

Alongside technology providers, legal scholars also ques-
tioned how information could be seen as situated given the 
conditions of the internet. Grappling with new technologies, 
researchers argued that network connectivity fundamentally 
challenged longstanding paradigms such as territoriality. In an 
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article exploring jurisdiction and the cloud, Andrews and 
Newman (2013) suggested that “the territorial-based concep-
tion of states and nation-states may be quickly becoming ar-
chaic in an increasingly connected world”. Similarly, in her 
paper titled The Un-Territoriality of Data, Jennifer Daskal 
(2015: 326) argued that, due to the ease and speed of data 
travel across borders, in essence, “data is everywhere and an-
ywhere”.  

Such a view is increasingly at odds with the state-led push 
towards a territorial understanding of data. Cross-border laws 
seek to govern when and how data can be transferred into an-
other jurisdiction. Information according to these frameworks 
is not swirling in some nebulous realm “out there”, but is 
housed in data centers located inside the borders of the na-
tion-state. As one scholar wrote (Duggal 2018), these cross-
border laws challenge “countries to adapt pre-digital modes of 
national sovereignty and economic competition to a digital in-
dustry that thrives on borderless and seamless exchange of in-
formation”. While the internet may be global, “their” internet 
has clear boundaries. Indeed, one of the core aspects of cross-
border laws examined by legal scholars are their “territorial 
effect”, the properties specifying what types of data are cov-
ered and under what conditions this data may be transferred 
outside the nation. Data itself has a geographical location, a 
place that lies inside or outside of the dotted line of the na-
tion-state. From Malaysia to South Korea, the Philippines, and 
Japan, an array of Asian countries have passed or are currently 
considering cross-border legislation (Girot 2018).  

As a result of this understanding, governments are placing 
companies under increased pressure to store and process this 
data in domestic data centers. China’s cybersecurity law, a 
rough analog of Europe’s General Data Protection Regulation, 
requires data by critical infrastructures to remain within their 
territory2. According to Article 37 of the law, “all personal in-
formation and other key data produced and gathered by CII 
operators (and now also network operators) must be stored in 
servers located in mainland China” (Koty 2017). In the United 
States, GovCloud promises cybersecurity by offering a data 
center infrastructure “operated by employees who are U.S. cit-
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izens on U.S. soil” (Amazon 2020). The language of soil and 
citizenry, dismissed as outdated or irrelevant two decades ago, 
points to the resurgence of territoriality within an internet 
context. 

A site, service, or platform is further coupled to the nation 
by the personal data that it leverages. This data is not generic 
nor abstract, but represents the highly intimate and highly 
valuable details of their citizens. This data may be used or 
misused, particularly if it escapes the jurisdiction of the gov-
ernment. As such, the protection of this data comes under the 
wing of the state and its remit to support the lives and liveli-
hoods of these subjects. As one brief example of this tight at-
tachment to the nation, consider Singapore. According to its 
Personal Data Protection Act, this cross-border rule applies to 
an organization or corporation “formed under the law of Sin-
gapore” or any resident “having an office or place of business 
in Singapore” (Chia 2018: 327). In Chander and Le’s (2015) 
formulation, these localization strategies collectively construct 
a kind of “data nationalism”. Cross-border legislation frames 
data as a tangible and sovereign resource, information that is 
both inside the nation and linked to a national subject.  

 
 

Territorialization through Shutdowns  
 
Alongside data localization, the increasing use of internet 

shutdowns represents a crude but powerful form of sovereign-
ty. These intentional disruptions render the internet “inacces-
sible or effectively unusable, for a specific population or with-
in a location, often to exert control over the flow of infor-
mation” (Access Now 2019). Certainly shutdowns have taken 
place in countries typically regarded as authoritarian: Chad, 
the Democratic Republic of Congo, Iraq, Kazakhstan, and 
Russia (Taye 2018: 2). However the world leader in shutdowns 
is a nation widely regarded as a democracy-India. Over 381 
shutdowns have been logged by the Software Freedom Law 
Center (2020), which maintains a page that tracks shutdowns 
across the country. These statistics show that India not only 
shuts down its internet more than all other countries com-
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bined, but is doing so more often, with the number of shut-
downs ramping up over the last few years to become the “new 
normal” (Suresh 2019).  

For India, the internet is not a public good that must re-
main constantly available, but a national infrastructure that 
can and should be switched on and off as necessary. As one 
specific case, the longest shutdown in the world has been im-
posed in Kashmir. On August 4 of 2019, parliament abrogated 
Article 370 of the constitution, splitting the administered terri-
tory and stripping it of former rights. Anticipating activism 
and civil unrest, a shutdown was instigated. Officials justified 
the shutdown as necessary to “keep the peace” in the region 
(Nazmi 2019). The shutdown continued for 176 days, with 
both landlines and mobile services being restricted. Finally on 
January 26 2020, the shutdown was partially lifted when ac-
cess to second generation (2G) mobile services was restored. 
However, along with incredibly slow speeds, accessible ser-
vices only include a highly selective whitelist: a “minuscule list 
of 300 websites, including banks, some news portals, educa-
tional institutions, utilities, travel and food delivery applica-
tions” (Al Jazeera News 2020). 

Governments often fail to provide any sort of public ex-
planation for enacting a shutdown. When reasons are given, 
these often revolve around preventing the harmful spread of 
information, defusing tension, and maintaining order. In 2018, 
the most common justifications were public safety, fake news 
or hate speech and related violence, and national security 
(Taye 2018). Of course, whether such shutdowns are effective 
in these aims is debatable. In a study on India’s shutdowns, 
Rydzak (2019) found they encourage activists to substitute 
non-violence protest, which often require coordination via 
online communication, with more ad hoc violent interven-
tions. However, regardless of its ability to quell civil unrest, 
the key point here is that the shutdown frames the internet as 
“our” internet. Rather than a universal resource extending 
across the globe, this internet becomes a domestic infrastruc-
ture, a territory that follows the footprint of the nation-state 
and ends at the border. Along with this geographical link to 
the nation, there is also a link via power. Shutdowns are a 
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concrete display of sovereign control, demonstrating a nation’s 
ability to exert a crude but devastating force over their infra-
structure by turning it off entirely. India frames the internet as 
a space that should be dictated by sovereign decisions.  

Shutdowns establish a blueprint for national intervention. 
For Selva (2019), India’s increasing use of this technique has 
led other nations to “discover the off switch”, including Su-
dan, following a brutal government take down of democratic 
protest, and Benin and Malawi, coinciding with parliamentary 
and presidential elections. In Asia-Pacific specifically, Nauru, 
a tiny but significant island used for asylum detention and 
processing, announced a temporary shutdown in 2015. The 
nation imposed a ban on Facebook and other websites as a 
protection mechanism to “ensure that Nauruans are not left 
exposed and vulnerable to the actions of criminals, sexual 
perverts and cyber bullies”; the shutdown attended new laws 
imposing jail time for speech that was deemed to threaten na-
tional security (Olukotun 2015). More recently, Indonesia en-
forced a shutdown meant “to accelerate government effort to 
restore order” in West Papua, following angry and ongoing 
protests” (Firdaus 2019). These shutdowns demonstrate the 
state’s sovereignty, flexing their authority over their internet.  
 
 
Territorialization through Filtering 

 
If shutdowns are a forceful display of internet-as-national-

territory, they are also crude. Filtering information is a more 
sophisticated intervention that seeks to construct an internet 
shaped in the image of the state. Filtering, blocking, or censor-
ing information falls under the same umbrella, with techniques 
ranging from port blocking and keyword filtering to search 
engine alterations (Hamade 2008). The idea, as with any fire-
wall, is that inspection of the packets passing through shows 
what information the user is requesting, whether a forbidden 
website or a controversial search term. Control at this “digital 
border” allows packets to be modified, diverted, or ignored 
altogether.  
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One of the most recent examples of filtering is the “Rus-
sian Internet Law” passed in May 2019, an act that “requires 
internet service providers to filter all traffic through special 
nodes under the control of Roskomnadzor, the Kremlin’s in-
ternet censor” (Financial Times 2019). A Russian domain 
name service, combined with legislation that forces companies 
to store data domestically, could theoretically allow all internet 
traffic to remain in the country. Requests for “foreign” sites 
and services could be blocked or transformed into their na-
tional equivalents, ensuring that information always remained 
within the borders of the nation-state. As Epivanova (2020: 9) 
suggests, despite the rhetoric of cybersecurity, the aim of the 
amendment is not about defending Russia from outside at-
tacks, “but rather a proactive step toward splitting its own na-
tional segment off from the infrastructure of the global inter-
net in order to gain state sovereignty over it”. 

Of course the prime example in any discussion of filtering 
is China. Even as early as 1997 Wired was describing a set of 
technical and legislative mechanisms that it collectively 
dubbed the Great Firewall, now often shortened to GFW. By 
filtering out polluting material “aimed at undermining the uni-
ty and sovereignty of China”, engineers sought to create their 
own distinct version of the internet, “a Net that has Chinese 
characteristics” (Barme, Ye 1997). Technically this was enact-
ed by peering with the small number of gateways at the edges 
of the Chinese network. As data passed through those points, 
it was identified and altered. Some requests were granted and 
others refused, blocking those sites and services from users. 
Since its inception, this project has only become more sophis-
ticated. Over the last twenty years, new functionality has grad-
ually been integrated, resulting in a highly articulated and ex-
tensive degree of control. In the first stage, the GFW blocked 
domain names and IP addresses; in the second stage, it im-
plemented keyword censorship; in the third stage, it began de-
tecting VPNs (virtual private networks) and other circumven-
tion tools; and in the fourth stage, these hardware and soft-
ware mechanisms were supplemented by legislation that tar-
geted anonymity and VPNs (Chandel et al. 2019).  
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Filtering information seeks to remove or block media that 
is considered objectionable according to both governmental 
legislation and societal norms. In this sense, filtering inherent-
ly frames the internet as an extension of national territory. To 
counter the dangerous and unfiltered information “out there”, 
hardware or software mechanisms control the kind of infor-
mation allowed “into” a country. The aim is to align the digital 
territory of China with its physical territory, to eliminate any 
kind of disparity when a subject moves between offline and 
online environments. For Xi Jinping (Economy 2018) “there is 
no distinction between the virtual world and the real world: 
both should reflect the same political values, ideals, and 
standards”.  

 
 

BALKANIZATION CRISIS? 
 
What inspires this territorialization of the internet 

through shutdowns, localization, and filtering? Certainly one 
motivation is control. For states, these techniques aim to claw 
back a degree of authority over a domain seen as frustratingly 
slippery. When the internet becomes a tinder box that may ig-
nite tensions – or more cynically, a site of counter-protest or 
embarrassment for the political establishment – then states 
want the ability to clamp down on these communications. Cit-
ing the India shutdowns discussed above, the state-aligned 
People’s Daily of China asserted that such measures are a 
“necessary regulation” of the internet, a “reasonable choice of 
sovereign countries based on national interests, and a natural 
extension of national sovereignty in cyberspace” (Wang 2014). 
Whether through legislation or hardware, these moves seek to 
regulate “their” internet in the way they see fit.  

Yet perhaps more justifiably, these measures also kick 
back against a “universal” vision of the internet long recog-
nized as implicitly US-led. For some nations, the supposedly 
global internet appears more like American dominance en-
joyed by a handful of technological giants: Google, Facebook, 
Apple, Amazon, and others. These corporations are aligned 
with the technolibertarian ideologies of Silicon Valley and the 
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broader Western values of consumerism and individualism. 
For Kalev Leetaru (2019), this cluster of companies represents 
a new generation of “cultural colonialism” in that they enforce 
a global set of norms set out by Silicon Valley; these “digital 
dictatorships transcend traditional national borders, enforcing 
their beliefs, narratives and rules on the world at large”. For 
states with more authoritarian leanings, a shift from the global 
Internet to a national internet allows them to strip out these 
unwanted values and begin embedding their own ideals.  

For critics, these moves put the internet in danger of bal-
kanization. Urgent calls to avoid balkanization can increasing-
ly be found in mainstream outlets, from technology blogs and 
civic organisations to political magazines. “We can’t let the in-
ternet become Balkanized,” pleaded Sascha Meinrath in an 
early and widely cited article (2013); such fragmentation 
would transform the future internet from a “global commons 
to a fractured patchwork severely limited by the political 
boundaries on a map”. While these calls have become more 
frequent, their rhetoric has also been ramped up, with urgent 
language seeking to point out the enormous stakes. Fragmen-
tation, we are told, signals nothing less than the death of the 
internet. “Governments have broken the world wide web” la-
mented Mark Scott (2017), “regional digital rule-making 
threatens to derail the economic, societal and political advanc-
es of the internet age”.  

Yet, examining the literature, the world has stood on the 
edge of the balkanization precipice for twenty years. Anxieties 
around fragmentation emerged as early as 1997 and have con-
tinued uninterrupted since then, with each scholar proclaim-
ing the end of the “free and open” internet. Of course, the 
conversation has certainly shifted over time. Early concerns 
were mainly commercial and technical, focusing, for example, 
on internet service providers refusing to “peer” with each oth-
er (Sagawa 1997; Frieden 1998). Later concerns took on a 
markedly more geopolitical tinge, stressing how the once 
“global” web was being fragmented by anti-American enemies 
such as China and Russia (Earle, Madek 2002; Wu 2004; 
Werbach 2008; Kuner et al. 2015; Cattaruzza et al. 2016).  
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Despite the hand-wringing of these critics, the internet 
was always already balkanized. The singular “Internet” implies 
a cohesive and overarching network that spans the globe. But 
the internet is better understood as a system of systems, a net-
work of networks. “The entire Internet is a collection of long-
distance links between discrete, locally connected networks”, 
Jack Goldsmith (2019: 54) reminds us, while appearing 
“smooth and featureless, it is actually a group of islands with 
links between them”. Each network is connected to the others 
through a complex array of cables, gateways, and interconnec-
tion nodes. The Internet is the result of these functioning 
links. Nothing reveals this illusion of unity more than inter-
ruptions of connectivity on a national or regional level. When 
shutdowns occur or cables are broken, this cohesive effect is 
also broken.  

Even at a mundane level, the “free flow” of information 
has been a myth from the very beginning. Networks were nev-
er realms where anything goes, but instead imposed a strict set 
of controls over the data requests that were honored, the users 
and ports that were enabled, and the communications that 
could be circulated (Mueller 2019). For both security and effi-
ciency reasons, filtering was integral, embedded at both the 
network layer and as a basic feature in network routers. In-
deed, it was precisely this functionality that allowed network 
filtering at a company level to translate to a national or geopo-
litical level. “Nobody questions the authority and the right of a 
corporation to tightly manage and control and monitor the 
communication in and out of a company’s network”, docu-
ments James Griffiths in his history of the Great Firewall 
(2019: 75): “that tech had been built from the very beginning 
to serve the market of corporate customers. All China did was 
turn on those switches for the entire country”.  

Along with this technical fragmentation, each network al-
so possesses a degree of autonomy emerging from its unique 
social, cultural, and historical development. This is why schol-
ars can chronicle the emergence of the Chinese internet (Ne-
gro 2017; Griffiths 2019), the Cuban internet (Harris 2015), 
the attempt and failure to construct the Soviet internet (Peters 
2017), and so on. As one scholar argued (Yang 2012: 49) just 
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as there is no singular television but rather “this television, our 
television,” there is also no singular internet; instead, “the 
Chinese Internet is a cultural form much like American televi-
sion or British television”. While global standards and proto-
cols certainly had to be adhered to, each of the networks is a 
“nationalized” internet in the sense that its construction re-
quired the labor of national engineers, documentation in the 
national language, and particular decisions made in the na-
tional interest.  

These observations show how fragmentation has always 
been integral to the internet, both in technical architecture 
and historical development. But perhaps the most damaging 
aspect of “balkanization” as a specter is that it replaces a myth 
of the borderless internet with another myth of the tightly 
bordered internet. Based on an (idealized) Westphalian mod-
el, the world is carved up into “spatially exclusive units” with-
out overlapping jurisdictions (Caporaso 2000: 7). In this vi-
sion, each nation’s internet conforms perfectly to the dotted 
lines of their national boundaries. Each nation establishes 
gateways at the edges of this cyber zone, comprehensively 
ring-fencing the information and communications that take 
place inside it. Each nation takes “global” information and de-
lineates it cleanly into domestic and foreign, national and in-
ternational. The Internet becomes their internet, a space gov-
erned with lock-tight precision.  

As discussed above, there is certainly a shift towards terri-
torialization, with nations framing these networks as an exten-
sion of sovereign space. However, these territories are messy 
and their borders are permeable. The state dream of territori-
alization remains incomplete, and this is not due merely to 
technical inability, but because the nation derives its identity 
from entities outside itself. This view echoes glocalization, a 
concept introduced in recognition of the fact that “much of 
the promotion of locality is in fact done from above or out-
side”; even in the “more aggressive forms of contemporary na-
tionalism”, notes Robertson (2002: 26), “there is still a translo-
cal factor at work”. Territorialization is constantly being 
shaped by practices, narratives, and institutions taking place in 
the “extraterritorial” space surrounding its borders. To 
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demonstrate this dynamic in a more concrete way, I return to 
China – arguably the strongest example of cyber sovereignty – 
to examine how activities beyond the firewall are able to both 
intensify and undermine the internet as national space. 

 
 

POROUS TERRITORIES 
 
It is China above all who has led the way in asserting that 

the internet is an extension of a national territory and should 
be governed as such. For two decades, as chronicled above, 
the state has continuously developed more sophisticated 
measures of filtering, blocking, and controlling information in 
order to assert their sovereignty, slowly transforming a global 
Internet into a more distinctly Chinese internet. And yet this 
internet territory is not impermeable. The firewall can be by-
passed through virtual private network (VPN) software and 
secure shell (SSH) software.  

The quest to bypass filtering and escape “beyond the 
wall” often takes the form of an arms race, with the Chinese 
state attempting to recognize and defeat technologies, while 
technology providers constantly add new workarounds. The 
anonymous software Tor, for example, follows this pattern. 
Anderson (2012: 7) describes how Tor was once used 
throughout China, yet its core directory nodes were quickly 
recognized and shut down; however, in 2011 “bridge nodes” 
were introduced, allowing Chinese users to leverage the tool 
again; after these “bridge nodes” were similarly blocked in 
2012 “obsproxy” was released, rendering the traffic between 
the Tor client and these nodes “innocent-looking” and there-
by making the tool effective once more. As new tools come 
online, they poke holes in the firewall, allowing users access to 
the world beyond. 

For Margaret Roberts (2018), the firewall is about deter-
rence rather than a lock tight solution; if porosity is possible, it 
incurs additional costs in terms of time and money. VPNs are 
paid services that still require a nominal level of technical ex-
pertise to setup and use. For many users, this puts them out of 
reach. Rather than an insurmountable barrier, the firewall is 
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better understood as an edifice of technical, financial, and le-
gal hurdles. These hurdles are designed to make travel outside 
the territory costly, risky, or inconvenient. Pursuing infor-
mation outside the domestic internet is not impossible, but it 
is undesirable. However, as the next two examples of porosity 
hope to show, transgressing these borders complicates simple 
distinctions such as inside/outside, censored/free, pro/anti 
government.  

Diba is a popular subforum of the larger Baidu Tieba sub-
forum. In some respects it is the Chinese equivalent to Reddit 
or 4chan, yet with a distinct user base of pro-government 
mainlanders. In recent years, the site has led to the creation of 
the Diba Central Army, often described by critics as a troll 
army. This cyber-nationalist community, with 20 million or 
more members, is known for its highly organised “battle mis-
sions” (Hailong 2019). Over the last few years, by sharing ac-
cess and instructions for VPN technology, these young patri-
ots have bypassed filtering in order to conduct a series of 
campaigns on Facebook, a platform blocked in China. These 
campaigns vary, ranging from flooding attacks that hope to 
take down platforms, to more playful memes and textual 
propaganda presenting a pro-China perspective.  

In 2016, the group conducted one of its highest profile 
campaigns, now known as the Diba Expedition. Tsai Ing-wen 
had been elected president in Taiwan, a candidate that had 
long advocated independence for the island. In the eyes of Di-
ba members, her views were an affront to Chinese sovereignty, 
and forum admins called for action. On January 20th, her 
page began filling up with nationalist memes and messages, 
most written in the simplified Chinese used by Mainlanders; 
12 hours into the campaign, 40,000 comments had been post-
ed (Dong 2016; see also Yang, Chen 2017; Lang, Chen 2019).  

The “success” of the Diba Expedition has since inspired 
more campaigns in recent years. These efforts have particular-
ly ramped up in the wake of the Hong Kong anti-extradition 
protests aiming to preserve autonomy from China. “China Is 
Sending Keyboard Warriors Over the Firewall” observed one 
story (Teixeira 2020), these battalions “reported pro-Hong 
Kong Instagram accounts; flooded comments sections with 
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Chinese flag emojis; and disseminated patriotic memes”. By 
poking holes in the digital border, pro-Chinese groups are 
able to harass individuals and organizations deemed counter 
to the values of the motherland.  

Diba and its missions trouble the clean dichotomy of ter-
ritorial versus extraterritorial. On the one hand, these are 
Mainlanders who are based within the geographical footprint 
of China. Whether operating out of a cybercafe in Shenzhen 
or from a bedroom in Wuhan, their activities of surfing, post-
ing, and clicking take place on national soil. In this sense, they 
fall within the jurisdiction of the state, the area governed by 
Chinese law. This spatial link to the territory is further 
strengthened by the legal status of these individuals. These are 
Chinese citizens, subjects that retain a close connection to the 
state and its associated territory. Yet on the other hand, there 
is clearly an extraterritorial element to these activities. The 
targets of Diba’s attacks have lived in countries ranging from 
Taiwan to Australia and New Zealand. The Facebook or In-
stagram servers that store and process their posts may be lo-
cated in Singapore, in Ireland, or in the United States (Bell 
2020). Moreover, many of these platforms are owned and op-
erated by American companies. Together, these aspects work 
to blur hard-edged distinctions between domestic and foreign, 
national and international, territorial and extraterritorial. 
Global activism is performed by hordes of loyal citizens who 
never leave the country.  

Beyond the location and citizenship of their participants, 
the politics of the campaigns themselves demonstrate the am-
bivalency between the territorial and the extraterritorial. Gov-
ernment policy is that those wishing to carry out “cross-border 
networking” must apply for official approval and may only use 
state-sanctioned providers; those who have failed to comply in 
the past have been fined (Sixth Tone 2019). Jumping over the 
firewall and accessing blocked platforms through VPNs, then, 
clearly runs counter to the party-line. But if this unauthorized 
cross-border activity goes against state guidelines, these cam-
paigns aim to reinforce China and its values. The trolling, 
doxxing, and spamming carried out by Diba on “extraterrito-
rial” targets and servers are ultimately about bolstering the na-
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tion. The result is a strange tension that other scholars have 
described as “patriotism without state blessing” (Han 2019). 
As Yang et al. (2017: 7) notes, these campaigns are contradic-
tory, “simultaneously violating China’s sociotechnical laws and 
norms while promoting a pro-PRC political ideology”. Diba 
burrows through the border, venturing out into politically and 
legally grey space-yet does so only in order to uphold Chinese 
authority.  

In terms of the nation, this activism takes place externally, 
but is felt most clearly internally. Diba selects targets and or-
ganizes campaigns against those it believes have offended the 
nation. Whether based in Hong Kong, Taiwan, or elsewhere, 
the actions of these individuals or institutions have threatened 
the identity and authority of the country. While Diba’s actions 
may seek to delegitimize Western narratives and damage for-
eign individuals, they do so in order to reinforce the norms, 
values, and worldviews of those inhabiting Chinese territory. 
When asked about the reaction of Taiwanese to their expedi-
tion, one Diba participant admitted that they “did not con-
vince anyone”; the only winner of the campaign was “the Chi-
nese nation” whose “feelings have deepened” (Feng Shang 
2016). The transformation, then, is primarily in the partici-
pants themselves. Their activity intensifies their personal con-
nection to the nation, their loyalties to its interests and honor. 
At the same time, these practices strengthen alliances with 
those deemed to be part of it, establishing the “deep, horizon-
tal comradeship” (Anderson 2016: 33) so vital for reproducing 
the imagined community of the nation.  

Other researchers of Chinese internet nationalism have 
echoed this observation. The aim of these campaigns, argues 
Fang Kecheng (Chen 2019), is not actually “about winning 
hearts and minds overseas, but being applauded in mainland 
China”. Despite the politically grey nature of these campaigns, 
applause has come directly from media closely aligned with 
Beijing. In a recent prime-time news segment, state-broader 
CCTV praised Diba and a related fan-girl community as 
“forces that love China”, an open endorsement that was im-
mediately recognized by the participants themselves (Shen 
2019). While patriotic activism conducts negative online at-
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tacks against others, it also functions positively in these sense 
of reconstructing the “motherland” and demonstrating alle-
giance to it.  

Yet alongside jingoistic attacks, VPNs have also allowed 
individuals to venture out of China’s internet territory in order 
to express opinions counter to Beijing. In fact, these two phe-
nomena have coincided at particular moments. Diba’s massive 
anti-Taiwan campaign of 2016 discussed earlier taught many 
to use virtual private networks. Yet users not only carried out 
their instructions on Facebook, they also ventured further 
afield onto platforms with contrary voices like Twitter; as a re-
sult, one well-known dissenter received 490 new followers on 
the same day as the nationalist attacks (Lam 2016).  

If not outright anti-government, these Mainlanders have a 
more critical or at least skeptical position to the Chinese state. 
The phenomenon of these agnostic individuals jumping the 
firewall has been noted more recently during Hong Kong’s an-
ti-extradition movement. One of the major platforms used by 
Hong Kong activists has been Telegram. As an encrypted mes-
saging app operated by a non-Chinese entity, Telegram is 
blocked within China. Indeed earlier in the same year, the app 
blamed China for a powerful Denial of Service attack that at-
tempted to take it offline entirely (Porter 2019). Nevertheless, 
in late 2019, Hong began observing more messages from Chi-
nese users appearing in their Telegram groups. These messag-
es ranged in tone, from tentative to more strident in their cri-
tiques of the state. Yet whether expressing their support for 
peaceful protests or questioning the official state-backed nar-
rative, they were all written in the simplified Chinese script 
used on the Mainland.  

By jumping across the firewall and out of China’s digital 
territory, these individuals also move out of China’s political, 
cultural, and social territory. If these individuals are located in 
the Mainland, the online environments they venture into are 
far-removed from Beijing and its normalizing force. One user, 
scared of sharing his views with others, found a group of 
friends online who shared his political persuasions. “Everyday 
they’d scale the Great Firewall to gather news on HK. Every-
day they’d share and discuss the news within the WeChat 
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group” (Mainland Voices 2020). Here the state-media depic-
tion of the protests – violent riots instigated by radical or free-
loaders – is not the only narrative. Here party lines may be 
challenged and official doctrines discussed. “With them com-
ing across the Firewall, we are trying to respond and interact 
more. We hope to change them” stated one activist (Van-
derKlippe 2019). Activists in Hong Kong attempt to dialogue 
with these mainlanders, explaining the five demands of the 
movement, for example, and defending their viewpoints.  

Whether interacting with individuals in Hong Kong or 
Taiwan, or browsing platforms further afield, the vision of 
China encountered in these chats, tweets, and articles is radi-
cally different from that put forward on the “domestic” inter-
net. “I’ve always known CCTV is selective with its reporting”, 
stated one user after comparing state news of the protests 
against international news (Mainland Voices 2019), “now, I 
know that when it needs to, CCTV is more than happy to out-
right lie”. This disjuncture may be jarring, causing individuals 
to call into question the metanarrative of the nation that was 
once assumed. While anecdotal, we may surmise that these in-
dividuals “come back” from these experiences with their con-
cept of the nation fundamentally altered. If Diba’s extraterri-
torial pursuits aimed to amplify the nation, these experiences 
undermine it – if only in the mind of a single person.  

 
 

CONCLUSION 
 
The internet was originally conceived as a borderless 

realm, a global cyberspace disconnected from the nation-state 
and its legacy concerns of sovereignty and soil. In technoliber-
tarian rhetoric, the internet should not be governed; in more 
mainstream political channels, the internet could not be gov-
erned. The broad arc of internet governance over the last 
twenty years has attempted to do just that, with “cyber sover-
eignty” framing the internet as a natural extension of a na-
tion’s territory.  

From data localization to filtering and internet shut-
downs, an array of techniques have arisen that seem to put this 
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vision within the grasp of the nation-state. In one sense, these 
moves promise to deliver a degree of control over an arena 
once seen as uncontrollable. Yet these moves also push against 
the Western and specifically American values that have pre-
dominated the ostensibly global internet. States hope to take 
the singular Internet and mold it into “their” domestic inter-
net, a territory aligned with the norms, values, and regulations 
of the nation.  

For critics, these moves represent a dangerous tendency 
towards “balkanization”, where the internet is splintered into 
incompatible islands. However, examining both the technical 
architecture and the historical development of national net-
works demonstrates that such fragmentation has always been 
an integral aspect of the internet. Balkanization replaces the 
myth of the borderless with a newer myth of the tightly bor-
dered. In this imaginary, the internet is fractured into national-
ized versions that mirror their boundaries. Each internet is an 
autonomous island, governed meticulously, that carefully dis-
tinguishes between the interior and exterior of their territory.  

Instead, drawing on two recent events from China, I ar-
gued that territories are messy and borders display a porosity. 
China’s Great Firewall can be crossed using virtual private 
networks, or VPNs. Using these technologies, the massive 
troll-army of Diba jump the firewall in order to attack individ-
uals and institutions that they declare have offended the na-
tion. In venturing outside the domestic internet and onto plat-
forms like Facebook and Twitter, these campaigns overtly dis-
obey the sociotechnical borders established by the state. And 
yet these “extraterritorial” activities seek primarily to reinforce 
the authority of the Party and bolster the concept of the na-
tion for its inhabitants.  

In the second example, I noted how Hong Kong activists 
have observed more mainlanders “coming across” the firewall 
in order to interact. Whether showing support for democratic 
movements of questioning state media, these forays out of the 
nation’s digital territory allow individuals to encounter an al-
ternate set of political and social norms. These experiences 
may leave individuals more critical or skeptical of the nation 
and its claims. In both circumstances, the territory is shaped 
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by activities outside it; the identity and stability of the nation is 
derived from its surroundings. The porosity of territory pre-
sents a counter image to the simplistic dichotomy of border-
less vs balkanized, offering a more nuanced view of state at-
tempts at internet nationalization.  

While China has provided the primary example in this ar-
ticle, this is a broader global phenomenon that can be wit-
nessed across a wide variety of countries. Future research 
could productively investigate similar plans in Russia or Iran, 
for instance, authoritarian regimes that have followed China’s 
lead on cyber-sovereignty. Yet equally researchers might con-
sider a nation like the United States and its various moves to 
establish a digital jurisdiction with sufficiently “American” 
norms, values, and capabilities. Over the next decade, the 
dream of a global Internet will fade even further into the dis-
tant past. In its place will rise the compelling vision of the in-
ternet as an extension of sovereign territory. This framing will 
bring further moves to ring-fence it, to manage its content and 
police its borders. And yet the scenarios discussed above show 
how these visions are both constructed and complicated by 
everyday technopolitical practices. Far from being clean-edged 
and hermetic, territoriality is a messy phenomenon defined in 
part from its porosity.  
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NOTES 

 
 

1 Internet is capitalized in this article where it particularly refers to this vision of 
a singular, cohesive global system. 

2 While the General Data Protection Regulation (GDPR) is an important legal 
precedent, it has also been the dominant focus of much research, spawning countless 
articles on data localization, privacy and personal data, and the nationalization of the 
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internet. The contribution here moves away from these Western-centric narratives 
and instead pays more attention to Asia and China more specifically. 
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